
CA527 COMPUTER NETWORKS 
 
 

Pre-requisites: CA520 Computer Organisation and Architecture, CA522 Data Structures (CA523 
Operating Systems – would be beneficial) 
 
Aims and Objectives: This is a first course in computer networks introducing all the essential 
concepts and builds a basis for further courses such as Internet Technologies, Electronic Commerce 
and Multimedia. This course should be (ideally) run with a course on Network Programming where 
the programming and systems aspects of the network concepts are consolidated in a practical sense. 
(The network programming course could also follow this in a subsequent semester.) 
 
Syllabus: 
 
Communications Model: Communications model, data communications tasks; networking, layering 
and design issues, ISO-OSI model, protocols, services, standards, network goals and applications. 

Data Communication: Physical layer; transmission media, encoding, interfaces, switching and 
signaling methods, multiplexing and medium access control. 

Data Link Layer: Framing, error control, flow control, data link protocols, retransmission 

strategies and their performance. 

Network Layer: Routing and congestion control algorithms, inter-networking principles, Internet 
Protocol, bridges etc. devices. 

Transport Layer: Transport services, connection management, TCP, UDP, quality of service 
parameters, TCP/IP over ATM networks. 

Network Security: Data encryption strategies, authentication protocols, firewalls. 

Basic applications: telnet, rlogin, FTP. TFTP, NFS, DNS, SMTP, MIME, SNMP, HTTP etc. 

Network Infrastructure for advanced applications: E-commerce, multimedia, mobile and wireless 
computing. 
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